ISPA Code of Practice

Companies who choose to become members of ISPA agree to abide by the ISPA UK Code of Practice. 

ISPA members' allegiance to the Code means that consumers can view the ISPA UK logo as a mark of commitment to good business practice.

Adopted by ISPA 25 January 1999

Amended 19 April 2002
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Preamble 

(a) This Code of Practice (Code) shall govern the conduct of the Members (as defined below) of the UK Internet Services Providers Association (ISPA). The application of the Code shall be uniform and obligatory to all Members without modification or exception. A Member may not, by contract or otherwise, evade the application of the Code. 

(b) The Council (as defined below), or such of its officers as it may nominate, shall administer the Code. The administration of the Code shall be reactive only - the Council will not monitor Members' activities for breaches of the Code. 

(c) From time to time the Council may issue policy statements regarding matters relating to the regulation of the Internet in the UK. After due and proper consultation with the Members, such policy statements may be adopted as practice statements by ISPA (ISPA Practice Statements). Such Practice Statements shall be incorporated into the Code and shall thereby be binding on Members. 

(d) Members agree that, as an ISPA member, they must abide by the Code and support agreed ISPA Practice Statements.

(e) For the avoidance of doubt, and save for any express provisions to the contrary, nothing in the Code shall be taken to suggest that the Code regulates and/or that the Council will adjudicate on the legality or otherwise of material accessible on the Internet, whether by Members or otherwise. Where a Complaint (as defined below) concerns the legality of such material, the Secretariat (as defined below) will advise the Complainant to contact the originator of the material directly.

(f) Members recognise that compliance with the Code does not necessarily guarantee that they are acting within the law. Any reference in the Code to lawfulness or unlawfulness relates solely to UK law.


STATEMENT OF POLICY 

The ISPA UK Code of Practice is based on 3 core principles:

· ISPA UK encourages the emergence of enabling technologies, which give the consumer or parent choice on the content matter they receive (with the proviso that these technologies are non-propriety and that the burden of cost does not fall directly on the access provider) 

· ISPA UK considers the provider of content (most commonly the end user who posts a news article or web page) as being responsible not only for ensuring that said article is legal but also suitable for the intended audience 

· ISPA UK believes it is the role of the Government to engage in any filtering or censorship process above the consumer level.  It should not be the responsibility of a Member to determine the legality or suitability, filter or otherwise restrict reception of, or access to, material save where such action is taken following an identified (or anticipated) breach of the Code of Practice.  ISPA UK supports its Members in any independent decision taken by the Member to proactively limit the accessibility of illegal material via its service, but strongly states that no greater legal burden, standard of care or obligation should be placed on the Member who takes such action than is placed upon those Members who do not take such action. 

1. Interpretation

1.1 Unless otherwise stated, capitalised terms in this document shall have the following meanings:

1.2 In this document, any reference to an enactment or statutory provision is a reference to it as it may be amended or re-enacted, and any reference to a code of practice is a reference to it as it may be amended or re-issued.

	Articles
	Articles of Association of ISPA

	Chief Executive
	Chief Executive of ISPA 

	Council
	ISPA Council

	Customer
	customer of a Member

	Complaints Procedure    
	the complaints procedure set out in Clause 8.2 below 

	Hacking
	denial of service attacks and all other forms of unauthorized access to computer or communications equipment including, without limitation, all offenses under the Computer Misuse Act 

	Members
	full members of ISPA, i.e. those members which have the right to receive notice of, attend and vote at any general meeting of ISPA, and to nominate candidates in any election for the Council

	IWF
	Internet Watch Foundation

	Promotional Material       
	Material promoting any Services

	Secretariat
	ISPA Secretariat

	Services 
	Services provided by any Member

	UM
	Unsolicited advertising material or information sent to an e-mail address or newsgroup 

	UM filtering Software
	computer software used for filtering out UM prior to it reaching e-mail addresses and/or newsgroups

	Terms and Conditions    
	any Member's standard terms and conditions governing the provision of Services to its Customers

	Third Party Content 
	material accessible via a Member's Service, which originates from and/or is owned by one or more third parties (including, for the avoidance of doubt, that Member's Customers)


2. General Requirements 

Members must use reasonable efforts to communicate the existence of ISPA Membership within the Member company.

2.1 Legality 

Members shall use their reasonable endeavours to ensure the following: 

2.1.1 Services (excluding Third Party Content) and Promotional Material do not contain anything which is in breach of UK law, nor omit anything which UK law requires. 

2.1.2 Members, their Services (excluding Third Party Content) and Promotional Material do not encourage anything which is in any way unlawful. 

2.2 Decency 

Members shall use their reasonable endeavours to ensure the following: 

2.2.1 Services (excluding Third Party Content) and Promotional Material do not contain material inciting violence, cruelty or racial hatred. 

2.2.2 Services (excluding Third Party Content) and Promotional Material are not used to promote or facilitate practices which are contrary to UK law. 

2.3 Honesty 

2.3.1 Members shall use their reasonable endeavours to ensure Services (excluding Third Party Content) and Promotional Material are not of a kind that are likely to mislead by inaccuracy, ambiguity, exaggeration, omission or otherwise.

2.4 Fair Trading 

2.4.1 In its dealings with consumers, other businesses and each other, Members must act fairly and reasonably at all times. 

2.4.2 Members must, upon request, use reasonable means to bring to the attention of their Customers the existence of the Code and must notify any Customer of the Complaints Procedure, where that procedure is available to the Customer. 

2.5 Customer Contracts 

2.5.1 Members shall ensure that they bring their Terms and Conditions to the attention of all new Customers before such Customers register with a Member for Services. 

2.5.2 Members must include in their contracts with Customers a provision requiring Customers to comply with the UK law in using any of the relevant Member's Services. 


3. Promotion 

3.1 Scope 

3.1.1 Members must use all reasonable endeavours to ensure that Promotional Material transmitted by radio, television, teletext, telephone, facsimile or any other form of communication must observe the provisions of this Code and the Codes of Practice published by the Independent Television Commission and the Radio Authority (where relevant) in the manner most reasonable and appropriate to the technology employed.

3.1.2 Promotional Material must also comply with the provisions of the British Codes of Advertising and Sales Promotion which are supervised by the Advertising Standards Authority. 

3.1.3 Services and Promotional Material shall comply with the Code of Practice applied by ICSTIS when access to them is made via a premium rate telephone call.

3.1.4 In addition to the codes of practice referred to in Clauses 3.1.1 to 3.1.3 above, Members must also comply with any other code of practice expressly regulating Promotional Material.

3.2 Pricing Information 

3.2.1 Members must ensure that charges for Services are clearly stated in relevant Promotional Material. Members must make clear whether any such charges quoted are inclusive or exclusive of VAT. Where additional charges, for example on-line charges, are payable this should be stated. 

3.2.2 Members must use reasonable endeavours to ensure that textual pricing information relating to charges for Services is accurate, up to date, legible, prominent and presented in such a way that does not require close examination.
 
4. Data Protection and Privacy 

4.1 Members shall comply with UK legislation relating to data protection.

4.2 When registering with the Data Protection Registry, all Members must in their application state that the data may be used for regulatory purposes and that ISPA is a potential user of that information. 

4.3 Where Services involve the collection of personal information, such as names and addresses, from individuals (Data Subjects), Members must make it clear to Data Subjects the purpose for which such information will be used. Members must also identify the data user (if different from the Member or Data Subject) and give the Data Subject the opportunity to object to such usage. 

5. Internet Watch Foundation
5.1 ISPA co-operates with the IWF in its efforts to remove illegal material from Internet web-sites and newsgroups. Members are therefore required to adhere to the IWF procedure, as follows.

5.2 Members must must provide ISPA with a point of contact to receive notices from the IWF.

5.3 Members agree that where the IWF has notified them that Internet sites and Usenet news groups contain material which the IWF considers to be illegal child pornography, members will remove such materials, where ever it is technically possible to do so.  Whilst Members are not obliged to verify IWF notices, in the event that there appears to any Member to be an error in IWF's classification of materials, Members agree to notify the IWF of the exception within one working day and to take down the material for at least two working days to allow the decision to be reviewed.  For the avoidance of doubt, this subclause refers only to notices listing specific web pages and Usenet articles;

5.4 Where requested by the IWF (on behalf of a legitimate law enforcement authority), and where technically able to do so, Members must retain copies of removed material for a reasonable period of time.

5.5 Members should take careful consideration of all other IWF notices and recommendations.

6. Transfer of Domain Names 

6.1 Members will comply with any ISPA endorse industry Code of Practice regarding Transfer of Domain names.

6.2 Members must offer Customers the option of retaining their respective domain name(s), other than where such domain name(s) are sub-domains of the relevant Member's own name, where Customers choose to transfer to another ISP (whether that ISP is a Member or not). Where a Customer elects to retain such name(s), the relevant Member must transfer such name(s) within five working days of the Customer transferring to another ISP, or as soon as the Customer has paid all sums owed to the relevant Member in respect of the original registration of such name(s).

6.3 The time limits in clause 6.1 shall not apply where the relevant Member's Terms and Conditions require that sums relating to all Services be paid prior to transfer of any domain name(s) and that the Member continues to act as the Customer's agent in respect of any domain names until such payment.

7. Best Practice

7.1 ISPA recommends that Members adhere to the following best practice guidelines where possible:

7.2 Members should provide information to Customers about the availability of tools which may assist them in filtering content which Customers deem unsuitable ("Filtering Software").

7.3 Members should follow best industry practice in offering Customers Filtering Software.

7.4 Members should provide to the Police a 24-hour point of contact.

7.5 Members should endeavour, where possible, to respect any caching directions or restrictions of which they are advised by Customers whose web-sites they host.

7.6 Members should advise Customers regarding any software tools which they can use to protect their privacy.

7.7 Members should follow the best industry practice in using Spamming Software, such that Customers can elect to minimise the amount of Spam sent to their e-mail account.

7.8 Members should include on their web-sites the ISPA logo, with a link to the ISPA web-site. 

7.9 Members should include on their web-sites the IWF logo, with a link to the IWF web-site.

7.10 Members should develop an Acceptable Use Policy and require their Customers to adhere to it. 

7.11 Members should co-operate with each other in investigating and preventing instances of Hacking. 

7.12 For the avoidance of doubt, breach of any of the rules of best practice set out in this Clause 7 shall not constitute a breach of the Code and shall not cause ISPA to invoke the Complaints Procedure.

8. Complaints Procedure and Sanctions 

Each Member shall notify ISPA of a single point of Contact ("Contact") for the Member authorised to deal with ISPA complaints.  The Contact shall be familiar with the ISPA Complaints procedure.

All Members agree to comply with the provisions of Clauses 8.1-8.4 below.

8.1. Complaints 

8.1.1 Where a Customer or other third party (a Complainant) makes a complaint to a Member that the Member has acted in breach of the Code (a Complaint) the following procedure shall apply.

8.1.2 Where the Complaint is made to the Member, the Member shall use its reasonable endeavours to resolve the Complaint within 10 working days of receipt of notice be it by email, letter, telephone call or in person.

8.1.3 Where the Complaint is notified to the Secretariat, the Secretariat will direct the Complainant to contact the relevant Member direct if he/she has not already done so. 

8.1.4 Where a Complainant informs the Secretariat that his/her Complaint has not been resolved to his/her satisfaction within the time-frame set out in Clause 8.1 above, the Secretariat will:

(a) ask that the Complaint be set out in an email or letter 

and

(b) forward the Complaint to the relevant company contact

The Member must respond to the Complainant directly within 5 working days, copying Secretariat into the response or, where this is not possible, contact Secretariat explaining their position in respect of the Complaint.

8.1.5 Where a Complaint remains unresolved to the satisfaction of ISPA following the procedure set out in 8.2.4, the ISPA Complaints Procedure shall apply.

8.2 ISPA Complaints Procedure 

8.2.1 The Secretariat will advise the Member to initiate the ISPA Complaints procedure as follows:

a) If the complainant remains unsatisfied, and contacts ISPA a second time after the specified time of 5 working days is up, they will be instructed that formal complaints are now handled through CISAS. 

If the ISPA member is a member of Otelo (the Telecommunications Ombudsman), the complainant will be directed to submit their complaint via the Otelo website, www.otelo.org.uk.

b) All ISPA Members must belong to one of the following Alternative Dispute Resolution Schemes: CISAS, to which ISPA Members can sign up to for free, or Otelo.

c) In order for a complaint to be escalated to CISAS, a reference number must be issued by the member. Cases will only be escalated once the Member considers the case to be in deadlock. 

Deadlock will be a last resort. It will be considered to have been reached if the Member and the complainant have reached an impasse on the negotiations and no further progress can be made.

Deadlock exists when a complaint has not been resolved within 3 months from the date of the original complaint from the complainant to the Member. 

d) The ISPA Member is obliged to provide the complainant with a CISAS reference number and direct the customer to complete the CISAS online application form.

Additional guidance for users of CISAS and Rules for CISAS members are available if you cklick here.  

Important Notes for Members:

Reference numbers will replicate the following format: ISP/C0001/MM/YY/ABCD

(ISP indicates that you are a member of ISPA. The ‘C’ indicates that it is a Consumer complaint. A Business complaint (under 10 employees) would be indicated by a ‘B’. Then state the month and year, followed by the first four letters of the name of the ISP.)

e.g. A complaint against Freeserve in February 2004, would use the reference: ISP/C0001/02/04/FREE or for AOL, it would be ISP/C0001/02/04/AOL. Blueyonder would be ISP/C0001/0204/BLUY.

For more information please contact the ISPA Secretariat at admin@ispa.org.uk
8.3 Referral to third party 

8.3.1 Where a Complaint appears to fall within the ambit of a particular regulatory body or self regulatory (for example, the IWF, ICSTIS or Ofcom), the Secretariat or Council may refer the Complaint to that body as well as or instead of the Council adjudicating on the Complaint.

8.4 Sanctions 

8.4.1 Where the Council decides, pursuant to Clause 8.2.1(d) above, that a Member has breached the Code, the Council may, having taken all relevant circumstances into account:

(a) require the Member to remedy the breach; and/or

(b) require an assurance from the Member, or any associated individual, relating to future behaviour, in terms dictated by the Council; and/or

(c) suspend the Member from ISPA without any reimbursement of membership fees in whole or in part; and/or

(d) convene an Extraordinary General Meeting of ISPA for the purpose of considering an extraordinary resolution for the expulsion of the Member, in accordance with Article 2-9 of the Articles; and/or

8.4.2 Prior to its resolution, the details of any Complaint to which the ISPA Complaints procedure has been applied, shall be kept confidential by ISPA and the relevant Member and ISPA shall impose obligation as to confidence on all Complainants as a pre-condition of ISPA initiating the ISPA Complaints Procedure.

9. Changes to the Code
9.1 The ISPA Council may publish a policy statement as a Proposed ISPA Practice Statement.  Such a statement must be published at least in the same manner as a notice of a General Meeting. 

9.2 No less than 90 days and not more than 180 days after a Proposed ISPA Practice Statement has been published the Council may declare it has been approved.  If approved, the statement is adopted as an ISPA Practice Statement and forms part of the Code.  The Council need not make such a declaration, and must not do so if 5 members have objected in writing. 

9.3 Any ISPA Practice Statement may be removed from the Code by a resolution - passed by simple majority - at a General Meeting. 

9.4 Any other change to the Code shall be made by formal resolution at a General Meeting of ISPA, with the resolution requiring two-thirds majority of those voting (which, for the avoidance of doubt, excludes abstentions).

